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The Challenge of Information Disorder

Today's teaching and learning contexts exist within social ecosystems increasingly characterized by the proliferation of fake news and 
misinformation. These phenomena distort public understanding, polarize societies, and erode trust in science and democratic institutions.

Social media platforms and algorithm-driven content curation enable fake news to spread faster and more widely than accurate information, 
creating an urgent need for educational responses.



Beyond "Fake News": Understanding Information Disorder

Disorder

Misinformation

False or misleading information shared 
without harmful intent

Example: A student unknowingly citing an 
outdated or invalid study

Disinformation

False information deliberately created and 
disseminated to deceive or manipulate

Example: Fabricated news stories or 
conspiracy theories circulated to influence 
public opinion

Malinformation

Genuine information used to cause harm

Example: Leaking private communications 
or sharing content out of context to damage 
reputations

These distinctions are critical for educators designing targeted interventions in higher education.



The Digital Literacy Gap

A common assumption is that students—especially digital natives—possess 

natural digital fluency. However, research indicates this is not necessarily 

the case.

While students may be proficient in using digital tools and platforms, many 

lack critical digital literacy—the ability to evaluate, contextualize, and reflect 

on the information they encounter.

Studies by McGrew et al. (2018) and Wineburg & McGrew (2019) highlight 

that students often fail to distinguish reliable from misleading content.



The Hybrid Information 

Environment

The line between academic and non-academic information is increasingly blurred. 
Students frequently combine sources from various platforms:

Academic Sources

Journal databases, library resources, and 
institutional repositories with peer-
reviewed content

General Web

Google, Wikipedia, news sites, and blogs 
with varying levels of credibility and 
editorial oversight

Social Media

YouTube, Instagram, TikTok, and Twitter 
where content reliability varies greatly 
and algorithms prioritize engagement



Pedagogical Approaches and Exposure 
Risk

Different teaching methods expose students to varying levels of non-curated information:

1 Low Exposure

Lecture-Based Learning, Guided Reading/Tutorials

Instructor delivers content using pre-selected materials; minimal student 

interaction with external sources

2 Moderate Exposure

Simulation-Based Learning, Case-Based Learning, Flipped Classroom

Students engage with controlled but dynamic scenarios using designed or semi-

curated content

3 High Exposure

Service-Learning, COIL, Project-Based Learning, Problem-Based Learning

Students work in real-world settings or conduct independent research using 

diverse, often unscripted information



A Typology for Aligning Pedagogy and Literacy

The proposed typology is organized around two intersecting dimensions:

Pedagogical Exposure Risk

The degree to which a teaching approach exposes students to 
uncurated, open, or potentially misleading information

• Low: Content largely determined by educator

• Moderate: Semi-curated resources or structured real-world 
content

• High: Independent information seeking from open digital 
environments

Fake News Literacy Integration

The extent to which strategies for developing fake news literacy are 
integrated into the learning experience

• Minimal: Superficial or occasional references

• Moderate: Discrete lessons or workshops

• High: Comprehensive inclusion across course structure



This typology maps four pedagogical types along two axes:

Pedagogical Exposure Risk (Horizontal Axis):
Ranges from low-risk, educator-controlled content (e.g., 
lectures), to high-risk, student-driven learning (e.g., project-
based, inquiry-based), where students engage with open, 
potentially misleading sources. Higher risk requires stronger 
literacy support.

Fake News Literacy Integration (Vertical Axis):
Measures how deeply fake news literacy is embedded: from 
minimal (casual mentions) to moderate (focused 
lessons/workshops) to high/full (systematic integration into 
curriculum, outcomes, and assessments).



The Four Learning Environments

The Fortress

Type I: Low Exposure / Low Integration

Instructor tightly controls information 
flow; minimal student autonomy or 
exposure; no real engagement with 

misinformation

The Observatory

Type II: Low Exposure / High Integration

Controlled environment where learners 
are trained to analyze and reflect critically, 
even without engaging directly with open 

sources

The Wilderness

Type III: High Exposure / Low Integration

Students explore freely with minimal 
guidance; high exposure to uncontrolled 

content but lacking tools for critical 
navigation

The Expedition

Type IV: High Exposure / High Integration

Open, student-led environment with strong scaffolding; students explore widely but are equipped with critical thinking and literacy tools



Type I: The Fortress

Characteristics

• Traditional lecture-based courses

• Information transmitted from instructor to student

• Curated, pre-approved materials

• Tightly structured learning environments

• Minimal student autonomy

Literacy Opportunities

Even in low-exposure settings, educators can introduce brief literacy 

tasks—such as analyzing media claims or comparing source credibility—to 

initiate awareness.



Type II: The Observatory

Characteristics

• Tightly curated content with embedded literacy development

• Controlled learning space with critical literacy activities

• Systematic instruction on misinformation awareness

• Suitable for foundational courses

• Emphasis on cognitive preparation

This environment allows students to develop critical habits of thought 
without facing high-stakes exposure to unverified sources.



Type III: The Wilderness

Characteristics

• Open-ended, student-led learning

• Independent projects or field-based inquiry

• Limited structured support for critical engagement

• High risk of misinformation uptake

• Potential for uncritical reproduction of content

This is the most pedagogically vulnerable context, where student autonomy 

may lead to epistemic uncertainty or flawed reasoning without intentional 

scaffolding.



Type IV: The Expedition

Characteristics

• Open, inquiry-driven contexts with well-integrated literacy 
strategies

• Critical evaluation built into curriculum and assessment

• High student autonomy with strong digital resilience

• Aligns with upper-level courses and capstone projects

• Requires sustained instructor involvement

This represents the most balanced and educationally rich environment, 
combining freedom of inquiry with structured support for critical 
thinking.



Practical Implementation: Literacy Activities

Fortress Activities

• In-class tutorials on identifying misinformation

• Short educational videos on concepts like echo 

chambers

• Online quizzes to reinforce recognition of 

misleading claims

Observatory Activities

• Source comparison tasks with contrasting 

reliability

• News article annotation to identify bias or lack of 

evidence

• Myth vs. fact sorting games with justification

Expedition Activities

• Fact-checking exercises using multiple reliable 

sources

• Peer review of online research sources

• Collaborative source databases with verification



Key Implications for Educators

Proportional Response

The greater the exposure to open, uncontrolled information environments, the 

greater the need for structured and intentional literacy development.

Context Sensitivity

No single intervention fits all contexts. Pedagogical choices must respond 

dynamically to the evolving risks posed by digital misinformation.

Cross-Disciplinary Relevance

Resilience to misinformation should not be confined to specific subjects like 

media studies but embedded across the higher education landscape.

Ongoing Adaptation

Aligning pedagogy with digital literacy is not a one-time curricular adjustment 

but an ongoing process of reflection and co-learning.



Moving Forward: A Call to Action

In an era defined by widespread information disorder,
higher education institutions must take a proactive role in
preparing students to critically engage with the digital
world.

This typology offers a conceptual scaffold—one that
invites educators not only to protect students from
misinformation but also to empower them as active,
discerning participants in the knowledge society.



Thank you!
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